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um

”,
 b

ut
 a

s 
ul

ti
m

at
el

y 
pu

t i
nt

o 
us

e,
 it

 is
 c

al
le

d 
“s

ec
ur

e 
bo

ot
”.

W
ha

t M
ic

ro
so

ft
 k

ee
ps

 is
 n

ot
 e

xa
ct

ly
 a

 p
as

sw
or

d 
in

 th
e 

tr
ad

it
io

na
l s

en
se

; n
o 

pe
rs

on
 e

ve
r

ty
pe

s 
it 

on
 a

 te
rm

in
al

. R
at

he
r, 

it
 is

 a
 s

ig
na

tu
re

 a
nd

 e
nc

ry
pt

io
n 

ke
y 

th
at

 c
or

re
sp

on
ds

 to
 a

se
co

nd
 k

ey
 s

to
re

d 
in

 y
ou

r 
co

m
pu

te
r. 

T
hi

s 
en

ab
le

s 
M

ic
ro

so
ft

, a
nd

 p
ot

en
ti

al
ly

 a
ny

 w
eb

si
te

s 
th

at
 c

oo
pe

ra
te

 w
ith

 M
ic

ro
so

ft
, t

he
 u

lti
m

at
e 

co
nt

ro
l o

ve
r 

w
ha

t t
he

 u
se

r 
ca

n 
do

 o
n

pe
r 

ow
n 

co
m

pu
te

r. 
M

ic
ro

so
ft

 is
 li

ke
ly

 to
 u

se
 th

at
 c

on
tr

ol
 o

n 
be

ha
lf

 o
f 

th
e 

F
B

I 
w

he
n

as
ke

d:
 it

 a
lr

ea
dy

 s
ho

w
s 

th
e 

N
S

A
 s

ec
ur

it
y 

bu
gs

 in
 W

in
do

w
s 

to
 e

xp
lo

it
.

S
ec

ur
e 

bo
ot

 c
an

 b
e 

im
pl

em
en

te
d 

in
 a

 w
ay

 th
at

 p
er

m
it

s 
th

e 
us

er
 to

 s
pe

ci
fy

 th
e 

si
gn

at
ur

e
ke

y 
an

d 
de

ci
de

 w
ha

t s
of

tw
ar

e 
to

 s
ig

n.
 I

n 
pr

ac
ti

ce
, P

C
s 

de
si

gn
ed

 f
or

 W
in

do
w

s 
10

 c
ar

ry
on

ly
 M

ic
ro

so
ft

's
 k

ey
, a

nd
 w

he
th

er
 th

e 
m

ac
hi

ne
's

 o
w

ne
r 

ca
n 

in
st

al
l a

ny
 o

th
er

 s
ys

te
m

(s
uc

h 
as

 G
N

U
/L

in
ux

) 
is

 u
nd

er
 M

ic
ro

so
ft

's
 c

on
tr

ol
. W

e 
ca

ll
 th

is
 r

es
tr

ic
te

d 
bo

ot
.

In
 1

99
7,

 w
he

n 
th

is
 s

to
ry

 w
as

 f
ir

st
 p

ub
li

sh
ed

, t
he

 S
PA

 w
as

 th
re

at
en

in
g 

sm
al

l I
nt

er
ne

t
se

rv
ic

e 
pr

ov
id

er
s,

 d
em

an
di

ng
 th

ey
 p

er
m

it
 th

e 
SP

A
 to

 m
on

it
or

 a
ll 

us
er

s.
 M

os
t I

S
P

s
su

rr
en

de
re

d 
w

he
n 

th
re

at
en

ed
, b

ec
au

se
 th

ey
 c

ou
ld

 n
ot

 a
ff

or
d 

to
 f

ig
ht

 b
ac

k 
in

 c
ou

rt
. O

ne
IS

P,
 C

om
m

un
it

y 
C

on
ne

X
io

n 
in

 O
ak

la
nd

, C
al

if
or

ni
a,

 r
ef

us
ed

 th
e 

de
m

an
d 

an
d 

w
as

ac
tu

al
ly

 s
ue

d.
 T

he
 S

PA
 la

te
r 

dr
op

pe
d 

th
e 

su
it,

 b
ut

 th
e 

D
M

C
A

 g
av

e 
it

 th
e 

po
w

er
 it

so
ug

ht
.
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